Python&ZHTTPsiEKIFINICH
=[]

ERENMEYS, FEREXAKEHTTPsIER, BEXRANZERSIHIP. Client HelloFhSNIE, HTTPLERF
E%.

IRt

— NHTTPsIERFEERMERDERM

o SSLIEF
o HTTPEE

IAEPythonE, tbalurllib, XFHTTPIMYERIFSZE, JLURAEIREIPATH, HTTPIERHWE. HTTP
header&&M&#, BHERIE, urlibZELRRESSUEFIIHISEL, B#EClient HelloFRSNIHE,

urllib
UrllibBEHTTPSTE R BAIFSHS. AT EEATBRDAI RRE— MHTTPSIK

from url1lib import request

if _name__ == "_main__":
url = "https://baidu.com"
req = request.Request(url=url, data=None)
request.urlopen(req)

A “WLAN - X
XHE) RIEE) HENY BEEG) RO SR FHS) BEY) R&EW TED H8H)
maA® R Re2=2F = EQaQaQHE
(W Tip. addr = 220.181.38.148 || ip.addr = 39. 156. 69. 79 -]+
Yo. Tine Source Destination Protocol Length Info ~
539 27.155101 192.168.31.48 220.181.38.148 TLSvl.2 571 Client Hello
540 27.164427 220.181.38.148 192.168.31.48 TCP 54 443 » 61622 [ACK] Seq=1 Ack=518 Win=30336 Len=0
541 27.165039 220.181.38.148 192.168.31.48 TLSvl.2 1506 Server Hello
542 27.165039 220.181.38.148 192.168.31.48 TCP 1506 443 » 61622 [ACK] Seq=1453 Ack=518 Win=30336 Len=1452 [TCP segment of a reassembled PDU
543 27.165121 192.168.31.48 220.181.38.148 TCP 54 61622 > 443 [ACK] Seq=518 Ack=2905 Win=132096 Len=0

544 27.165219 220.181.38.148 192.168.31.48 TLSvl.2 591 Certificate, Server Key Exchange, Server Hello Done
545 27.169152 192.168.31.48 220.181.38.148 TLSvl.2 180 Client Key Exchange, Change Cipher Spec, Finished

546 27.177477 220.181.38.148 192.168.31.48 TCP 54 443 » 61622 [ACK] Seq=3442 Ack=644 Win=30336 Len=0
547 27.177477 220.181.38.148 192.168.31.48 TLSvl.2 296 New Session Ticket, Change Cipher Spec, Finished
548 27.178074 192.168.31.48 220.181.38.148 HTTP 195 GET / HTTP/1.1

549 27.187407 220.181.38.148 192.168.31.48 TCP 54 443 » 61622 [ACK] Seq=3684 Ack=785 Win=31360 Len=0

550 27.187407 220.181.38.148 192.168.31.48 HTTP 435 HTTP/1.1 302 Moved Temporarily (text/html)

551 27 2 3 ] 53 3 TLS 5 Alert 1 arning, Descripti Clos tif
552 27.187508 192.168.31.48 220.181.38.148 TCP 54 61622 > 443 [ACK] Seq=785 Ack=4097 W
553 27.188621 192.168.31.48 220.181.38.148 TCP 54 61622 > 443 [RST, ACK] Seq=785 Ack=4097 Win=0 Len=0

Server Name list length: 12 A
Server Name Type: host_name (0)
Server Name length: 9
> Extension: ec_point_formats (len=4)
> Extension: supported_groups (len=12)
> Extension: session_ticket (len=0) v
00co0 00 ff 01 00 01 75 00 00 00 Ge 00 Oc 00 00 09 [F
00do 00 0b 00 04 03 00 01 02
00eO 00 @a @@ Oc @0 0a 00 1d 00 17 00 le 00 19 00 18
©0f0 @0 23 00 00 00 16 00 00 00 17 00 00 00 31 00 00
0100 00 od 60 30 00 2e 04 83 05 03 06 03 08 07 08 08
0110 08 09 08 0a @8 b 08 84 08 05 08 06 04 01 05 01
0120 06 01 03 03 02 03 03 01 02 01 03 02 02 02 04 02
0130 @5 02 06 02 00 2b 00 @9 08 03 04 03 03 03 02 03

O @ Sserver Name (tls.handshake. extensions_server_name), 9 byte(s) || #4: 3140 - EEF: 18 0.6% || B®: pefault


af://n0
af://n2
af://n4
af://n12

£ WLAN - X
XEE) REE MEY BMEG) RO oHR@) FEHe) BIEY)  BEW TED  #H)
B4 ® R RerZzF I =QaQaQH
[WTip. addr = 220.181.38.148 || ip.addr — 39.156.69. 79 -]+
No. Time Source Destination Protocol Length Info ~
539 27.155101 192.168.31.48 220.181.38.148 TLSvl.2 571 Client Hello
540 27.164427 220.181.38.148 192.168.31.48 TCP 54 443 » 61622 [ACK] Seq=1 Ack=518 Win=30336 Len=0
541 27.165039 220.181.38.148 192.168.31.48 TLSvl.2 1506 Server Hello
542 27.165039 220.181.38.148 192.168.31.48 TCP 1506 443 > 61622 [ACK] Seq=1453 Ack=518 Win=30336 Len=1452 [TCP segment of a reassembled PDU
543 27.165121 192.168.31.48 220.181.38.148 TCP 54 61622 > 443 [ACK] Seq=518 Ack=2905 Win=132096 Len=0
544 27.165219 220.181.38.148 192.168.31.48 TLSvl.2 591 Certificate, Server Key Exchange, Server Hello Done
545 27.169152 192.168.31.48 220.181.38.148 TLSvl.2 180 Client Key Exchange, Change Cipher Spec, Finished
546 27.177477 220.181.38.148 192.168.31.48 TCP 54 443 » 61622 [ACK] Seq=3442 Ack=644 Win=30336 Len=0
.177477 220.181.38.148 192.168.31.48 TLSvl.2 296 New Session Ticket, Change Cipher Spec, Finished
.178074 192.168.31.48 220.181.38.148 HTTP 195 GET / HTTP/1.1
.187407 220.181.38.148 192.168.31.48 TCP 54 443 » 61622 [ACK] Seq=3684 Ack=785 Win=31360 Len=0
.187407 220.181.38. 192.168.31.48 HTTP emporarily (text/html)

435 HTTP/1.1 302 Moved Ti

.187508 5 3ils 220. 54 61622 » 443 [ACK] Seq=785 A 130816 Len=0

54 61622 > 443 [RST, ACK] Seq=785 Ack=4097 Win=0 Len=0

© GET / HTTP/1.1\r\n :
Accept-Encoding: identity\r\n
Host: baidu.com\r\n
User-Agent: Python-urllib/3.8\r\n
Connection: close\r\n
\r\n
[Full request URI: https:

baidu.com/] v

(B4 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e 67 33 Accept-E ncoding: A
0020 PNV I N CE| 48 6 73 74 3a identit y- -Gl d
0030 20 62 61 69 64 75 2e 63 6f 6d @d @a 55 73 65 72 baidu.c om--User
0040 2d 41 67 65 6e 74 3a 20 50 79 74 68 6f 6e 2d 75 -Agent: Python-u
0050 72 6¢c 6C 69 62 2f 33 2e 38 od @a 43 6f 6e 6e 65 rllib/3. 8:-Conne
0060 63 74 69 6f 6e 3a 20 63 6¢c 6f 73 65 0d 6a @d @a ction: c lose:: -

Frame (195 bytes) Decrypted TLS (112 bytes)

O Z HITP Host (http.host), 17 byte(s)

HEAI:

o HATRERFRRI A EbaidufRSSIRIPHIE
e SNIg baidu.com
o HTTPLERHOSt=E% /Y baidu.com

|| sra: 2960 - EEF: 18 (0.6%) || mE: pefault

X FXEFE—NMERHTTPSIER, BILAER—T/LR:

e XJF https:{domain}/path ZEEIATERK, SNIS5domainf®iF—2
e XFF https:{domain}/path EEJiEK, HOSTSdomain{f&iF—2
® YFF https:{domain}/path ZRERYEK, BRSSinmIPEdomainf#iTSEl

FR LN, R R K

* BERTFIMREHTTPLEHoStFERIE? (1B}1)
o WAFINMREIRSIHIP? (RIRE2)
* BEARTFIMRESNHE? (EIRE3)

XJFER, urllibeligEhost(E, A30T. {BiREhostEfE, FHELEEIEK

from urllib import request

if _name__ " main__":
url "https://baidu.com"
req request.Request(url=url, data=None)
req.host "zhihu.com"
request.urlopen(req)

BhostBIRE A zhihu.com [5, ToiEFRRIAFbaidufyE(ip.addr == 220.181.38.148 ||
ip.addr == 39.156.69.79), {BEUHEIARIRFzhinufIE(ip.addr == 103.41.167.234), H#H

o SNIShost{E{RIEF—3
e HTTP headerdhost==E 5host{E{FEF—2

R, urlPigdomain2#EEe5, hoste2E T domainfIfER, FIE:



o 15RIIRSSUmIP
e FEHSNI
o FAUHTTPLEBHOSTFERIE

£ ~WLaN - %
XHE) REE HMEV BHEG) O HRA) HHS) BEY BEW IED  #BH)
L4 RERe=f 5= aaaH

(MTip. addr == 103.41.167.234

Time Source Destination Protocol Length Info

54 61874 > 443 [ACK] Seq=1 Ack=1 Win=131072 Len=0
958 215.530503 192.168.31.48 103.41.167. 571 Client Hello

959 215.547559 103.41.167.234 192.168.31. 54 443 » 61874 [ACK] Seq=1 Ack=518 Win=30208 Len=0

960 215.552903 103.41.167.234 192.168.31.48 TLSvl.2 1506 Server Hello

961 215.552903 103.41.167.234 192.168.31.48 TCP 1506 443 > 61874 [ACK] Seq=1453 Ack=518 Win=30208 Len=1452 [TCP segment of a reassembled PDU]
962 215.552903 103.41.167.234 192.168.31.48 TLSvl.2 460 Certificate, Server Key Exchange, Server Hello Done
54 61874 > 443 [ACK] Seq=518 Ack=3311 Win=131072 Len=0

.529906

N

N

N

139 Client Key Exchange, Change
288 New Session Ticket, Change Cipher Spec, Finished
187 GET / HTTP/1.1

703 HTTP/1.1 301 Moved Permanently (text/html)

77 Alert (Level: Warning, Description: Close Notify)

N

.602875 103.

N

973 215.602965 192.168.31.48 54 61874 » 443 [ACK] Seq=736 Ack=4218 Win=130048 Len=0
974 215.603806 192.168.31.48 103.41.167.234 TCP 54 61874 > 443 [RST, ACK] Se
2019 103. 1.48 TCP 54 [TCP Out-Of-Order] 443 -»

v Server Name Indication extension @
Server Name list length: 12
Server Name Type: host_name ()
Server Name length: 9
Server Name: zhihu.com

00co 00 ff 01 00 01 75 00 00 00 Qe 00 Oc 00 00 09

00do  ([FRCENCERVANPIRCERGEC. 00 ob 00 04 03 00 01 02

00e0 00 0a 00 Oc 00 Ga 00 1d 00 17 00 le 00 19 00 18
00f0 00 23 00 00 00 16 00 00 00 17 00 00 00 31 00 00

v

@ 7 server Name (tls.handshake. extensions_server name), 9 byte(s) || s+4: 2311 - BE&m: 20 (0.9% || mE: pefault
£ *WLAN - X
XHE) REE PEY) G WRO H@) Hite) =mEY BEWw TREO BB
LW-§) R Rex>=F &= QR
(WTip. addr = 103.41.167.234
Time Source Destination Protocol Length Info
.529906 192.168.31.48 103.41.167.234 TCP 54 61874 > 443 [ACK] Seq=1 Ack=1 Win=131072 Len=0
.530503 192.168.31.48 103.41.167.234 TLSvl.2 571 Client Hello
.547559 103.41.167.234 192.168.31.48 TCP 54 443 » 61874 [ACK] Seq=1 Ack=518 Win=30208 Len=0
.552903 103.41.167.234 192.168.31.48 TLSvl.2 1506 Server Hello
.552903 103.41.167.234 192.168.31.48 TCP 1506 443 > 61874 [ACK] Seq=1453 Ack=518 Win=30208 Len=1452 [TCP segment of a reassembled PDU]
.552903 103.41.167.234 192.168.31.48 TLSvl.2 460 Certificate, Server Key Exchange, Server Hello Done
553022 192.168.31.48 103.41.167.234 TCP 54 61874 » 443 [ACK] Seq=518 Ack=3311 Win=131072 Len=0

139 Client Key Exchange, Change
288 New Session Ticket, Change Cipher Spec, Finished

N

192.168.31.

7}» 969 103.41.167.234 HTTP 187 GET / HTTP/1.1
-+ 970 192.168.31.48 HTTP 703 HTTP/1.1 301 Moved Permanently (text/html)
971 192.168.31.48  TLSvl1.2

77 Alert (Level: Warning, Description: Close Notify)

.602965
974 215.603806 192.1
9 2 19 1e3.

54 61874 » 443 [ACK] Seq=736 Ack=4218 Win=130048 Len=0
103.41.167.234 TCP 54 61874 > 443 [RST, ACK] Se 36 Ack=4218 Win=0 Len=0
54 [TCP Out-Of-Order] 443 - 4 [FIN, ACK] S 7 Ac

< >
Accept-Encoding: identity\r\n A
Host: zhihu.com\r\n
¢ Python-urllib/3.8\r\n
¢ close\r\n
P PR ia M
0020 20 69 64 65 6e 74 69 74 79 od @a 48 6f 73 74 33 identit yisi A
[LEMM’0 7a 68 69 68 75 2e 63 6f 6d 0d OaNwENINwyi User
0040 2d 41 67 65 6e 74 3a 20 50 79 74 68 6f 6e 2d 75 -Agent: Python-u v
Frame (187 bytes)  Decrypted TLS (112 bytes)
@ 7 HITP Host (http.host), 17 byte(s) || #4a: 2106 - 2EF: 20 0.8% || mZ: pefault

urllibir sz Eheader, FHLtELAEheadershiSBEHOST=ES, KRBT

from url1lib import request

if _name_ == "_main__":
url = "https://baidu.com"
req = request.Request(url=url, data=None)
# req.host = "zhihu.com"
req.add_header("Host", "zhihu.com")
request.urlopen(req)




XEER SRR X AR

o [ATRERIFREIAEbaidufRSZIHAVEIES, 15iBAdomain FB/ESRENERSS imIP
e SNIAgbaidu.com, 1HBBdomainzX T SNIE

o HTTPLEBHOSt=FER /I zhihu.com , SFE@NiREAIheader{’RIF—H, HBELAFERNKZEhost,

—NEARECEEFREBEHTTP headerAFAeEmEdomainfI1ER,
ERE.

b, FAIBRTEDE1, FahREHTTPLIHostFRRIE.

£ *WLAN
SHEE)  RIEG MEY BHE) RO SRR &S BEY  EHW TAD B
AEgdel QREGAes=F IS EQQAQE

AT AFNEBHTTPLEHost=

(W Tip. addr = 220.181.38.148 || ip.addr = 39. 156. 69. 79 -]+
No. Time Source Destination Protocol  Length Info ~
22 1.547985 192.168.31.48 39.156.69.79 TCP 54 62089 - 443 [ACK] Seq=1 Ack=1 Win=132096 Len=0
23 1.548825 192.168.31.48 39.156.69.79 TLSv1.2 571 Client Hello
24 1.557297  39.156.69.79 192.168.31.48 TCP 54 443 > 62089 [ACK] Seq=1 Ack=518 Win=30336 Len=0
25 1.558647 39.156.69.79 192.168.31.48 TLSv1.2 1506 Server Hello
26 1.558647 39.156.69.79 192.168.31.48 TCP 1506 443 - 62089 [ACK] Seq=1453 Ack=518 Win=30336 Len=1452 [TCP segment of a reassembled PDU
27 1.558683  192.168.31.48 39.156.69.79 TCP 54 62089 - 443 [ACK] Seq=518 Ack=2905 Win=132096 Len=0
28 1.558714  39.156.69.79 192.168.31.48 TLSvl.2 591 Certificate, Server Key Exchange, Server Hello Done
29 1.559967 192.168.31.48 39.156.69.79 TLSv1.2 180 Client Key Exchange, Change Cipher Spec, Finished
30 1.568542 39.156.69.79 192.168.31.48 TCP 54 443 » 62089 [ACK] Seq=3442 Ack=644 Win=30336 Len=0
31 1.568542 39.156.69.79 192.168.31.48 TLSvl.2 296 New Session Ticket, Change Cipher Spec, Finished
32 1.568925 192.168.31.48 39.156.69.79 HTTP 195 GET / HTTP/1.1
33 1.579808 39.156.69.79 192.168.31.48 TCP 54 443 » 62089 [ACK] Seq=3684 Ack=785 Win=31360 Len=0
34 1.579808 39.156.69.79 192.168.31.48 HTTP 408 HTTP/1.1 405 Not Allowed (text/html)
v
< >
v Extension: server_name (len=14) @
Type: server_name (0)
Length: 14
v Server Name Indication extension
Server Name list length: 12
Server Name Type: host_name (0)
Server Name length: 9
|Server Name: baidu.com
v Extension: ec_point_formats (len=4)
Tune: ec noint formats (11) e
00co 00 ff 01 00 01 75 00 00 00 Qe 00 Oc 00 00 09 @ A
00de 00 6b 00 04 03 00 01 02
00ed 00 @a 6@ Oc 00 0a 00 1d 00 17 00 le 00 19 00 18
00fo 00 23 00 00 00 16 00 60 00 17 00 00 00 31 00 00 v
O 7 Sserver Name (tls.handshake. extensions_server_name), 9 byte(s) || 44: 518 - BE&w: 18 3.5% || B®: pefault
A ~WLAN X
XHE) REE) MEV) BG) IR0 SA) &) IRy BEW) TREO  ®HH)
Amge| HRBRe>=F 55 aaad
(W Tip. addr == 220.181.38.148 || ip.addr = 39. 156. 69. 79 -]+
No. Time Source Destination Protocol  Length Info ~
22 1.547985 192.168.31.48 39.156.69.79 TCP 54 62089 > 443 [ACK] Seq=1 Ack=1 Win=132096 Len=0
23 1.548825 192.168.31.48 39.156.69.79 TLSv1.2 571 Client Hello
24 1.557297 39.156.69.79 192.168.31.48 TCP 54 443 » 62089 [ACK] Seq=1 Ack=518 Win=30336 Len=0
25 1.558647 39.156.69.79 192.168.31.48 TLSvl.2 1506 Server Hello
26 1.558647 39.156.69.79 192.168.31.48 TCP 1506 443 > 62089 [ACK] Seq=1453 Ack=518 Win=30336 Len=1452 [TCP segment of a reassembled PDU
27 1.558683 192.168.31.48 39.156.69.79 TCP 54 62089 > 443 [ACK] Seq=518 Ack=2905 Win=132096 Len=0
28 1.558714  39.156.69.79 192.168.31.48 TLSvl.2 591 Certificate, Server Key Exchange, Server Hello Done
29 1.559967 192.168.31.48 39.156.69.79 TLSv1.2 180 Client Key Exchange, Change Cipher Spec, Finished
30 1.568542  39.156.69.79 192.168.31.48 TCP 54 443 » 62089 [ACK] Seq=3442 Ack=644 Win=30336 Len=0
31 1.568542 39.156.69.79 192.168.31.48 TLSvl.2 296 New Session Ticket, Change Cipher Spec, Finished
- 32 1.568925 192.168.31.48 39.156.69.79 HTTP 195 GET / HTTP/1.1
33 1.579808 39.156.69.79 192.168.31.48 TCP 54 443 » 62089 [ACK] Seq=3684 Ack=785 Win=31360 Len=0
- 34 1.579808 39.156.69.79 192.168.31.48 HTTP 408 HTTP/1.1 405 Not Allowed (text/html)
v
< >
> ~
\r\n
[Full request URI: https://zhihu.com/]
[HTTP request 1/1]
Response in frame: 34
v
0050 ZENEICENCHIVANPIRCE N S Ml E 43 6f 6e 6e 65 iConne
0060 63 74 69 6f 6e 3a 20 63 6c 6f 73 65 @d 6a @d a ction: c lose::-- v
Frame (195 bytes) Decrypted TLS (112 bytes)
O 7 HITP Host (http.host), 17 byte(s) || s+4: 854 « BE&m: 18 @19 || m®: pefault

BUNEIFFNEBERSIHIPIR? M52, WESFHKEIPFISNI, REKSNIZIPHIHZ., ITFiafn

ZiiGurishdomainfERIP, HIERRXEB TR,

2, Bl



from url1lib import request

if _name_ == "_main__":
"https://220.181.38.148"

req = request.Request(uri=url, data=None)
# req.host = "zhihu.com"
req.add_header("HOST", "zhihu.com")
request.urlopen(req)

url

M TETEREE WLAN - X
XHE) RIEE) HEV BEEG) RO SR FHS) BEY) ER&W TED H8H)

L4 R Re=xg I =S QQAQH
(W ip. addr = 220. 181, 38. 148 [ED -]+
Yo. Tine Source Destination Protocol Length Info -~

.181.38. . TCP 66 443 » 62355 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@ MSS=1452 WS=32 SACK_PERM=1
TCP 54 62355 > 443 [ACK] Seq=1 Ack=1 Win=132096 Len=0
TLSv1.2 571 Client Hello
54 443 » 62355 [ACK] Seq=1 Ack=518 Win=30336 Len=0
0.054718

.054932 5 315 5 54 62355 > 443 [ACK] Seq=518 Ack=3442 W
.055563 o o3l o 61 Alert (Level: Fatal, Description: Bad Certificate)
.055928
1911
11
39 10.062153

Frame 24: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{927D38E4-659D-40AD-AEA9-F673A10C3EAE}, id @
Ethernet II, Src: Chongqin_53:0e:99 (5c:3a:45:53:0e:99), Dst: BeijingX_d7:84:79 (28:d1:27:d7:84:79)

Internet Protocol Version 4, Src: 192.168.31.48, Dst: 220.181.38.148

Transmission Control Protocol, Src Port: 62355, Dst Port: 443, Seq: 0, Len: @

0010 @0 34 ae 31 40 00 80 06 69 70 CO a8 1f 30 dc b5  -4-1@--- ip---@-- A
[LyIBapIR Y3 93 01 bb ba 08 fb 47 00 00 00 00 80 @ &

[EMllfa f0 ec 5d 00 00 02 04 05 b4 01 03 03 08 01 @

0040 [N v
© 7 Transmission Control Protocol (tep), 32 byte(s) || #4: 11 - BE&F: 17 0.9%) || B®: Default

BILABRISSUEFTIATR. [REMEIRIAR, tiTthostildomain@ERIAZFE, MIPXTEFT=SNI,
HISNHEARFE, BFHIRSHIELE,

so, QAR R RIASR2ANEE3?
socket

BFIE—/R, PythonA] LARIRSFENREMRSSinIPFISNI,

import socket
import ssl

if _name__ == "_main__":
ssl_ctx = ssl.create_default_context()
ss1_ctx.check_hostname = False
tcp_sockt = socket.create_connection(("1.0.0.1", 443))
ss1_socket = ssl_ctx.wrap_socket(tcp_sockt, server_hostname="baidu.com")
ss1_socket.close()


af://n81

A WLAN - X
XHE) REE) FMEV) BEG) IR0 SEA) St mIEY)  BEW) TRO  #BHH)
AN g ® ARG IeE=FTEII EQaQaQHE
(WTip. addr = 1.0.0.1 -]+
No. Time Source Destination Protocol Length Info
1176 149.203977 192.168.31.48 QL 54 63675 > 443 [ACK] Seq=1 Ack=1 Win=132096 Len=0
1177 149.204787 192.168.31.48 1.0.0.1 571 Client Hello
1179 149.490988 1.0.0.1 . 54 443 » 63675 [ACK] Seq=1 Ack=518 Win=67584 Len=0 0
1180 149 0.1 6 8 342 ious se Ig U
1181 149 6 0.1 =1452
1182 149.493056 192.168.31.48 € 66 [TCP Dup ACK 1176 63675 > 443 [ =518 Len=0 SLE=14¢ E=2741
1183 149.493150 192.168.31.48 TCP 54 63675 » 443 [ACK] Seq=518 Ack=2741 Win=132096 L
1184 149.497763 192.168.31.48 TLSv1.2 134 Change Cipher Spec, Application Data
1188 149.788144 1.0.0.1 TCP 54 443 » 63675 [ACK] Seq=2741 Ack=598 Win=67584 Len=0
1190 149.789024 192.168.31.48 TCP 54 63675 » 443 [ACK] Seq=599 Ack=2742 Win=132096 Len=0
< >
Length: 14 A
v Server Name Indication extension
Server Name list length: 12
Server Name Type: host_name (0)
erver Name lencth: 9
v Extemstom—ec-puimt—forma en=4)
Type: ec_point_formats (11)
Length: 4
EC noint formats lenoth: 3 hd
00co 00 ff 01 00 01 75 00 00 00 Qe 00 Oc 00 00 09 @ ~~~~~ Use socecee H "
00de 00 6b 00 04 03 00 01 02 [FLNNEN: -
00e0 00 0a 00 Oc 00 Ga 00 1d 00 17 00 le @0 19 @@ 18  -+------
00f0 00 23 00 00 00 16 00 00 00 17 00 00 00 od 00 30 R ) v
© 7 server Name (tls.handshake. extensions_server_name), 9 byte(s) || sa: 3360 - BEF: 14 0.4 || mE: pefault

FARRRER T —IRSSUEF, SNIFIIRSS HIPER] FanigE.,

urllibiit 24

from urllib import request
import ssl

def make_ss1_context():

EILEE it FHE S urllibEESEIZIhAE

ssl_ctx = ssl.create_default_context()
ss1_ctx.check_hostname = False
ssl_ctx.verify_mode = ssT1.CERT_NONE

if _name__ == "_main__":
url = "https://220.181.38.148"
req = request.Request(url=url, data=None)
req.host = "zhihu.com"

req.add_header("HOST", "zhihu.com")

request.urlopen(req, context=make_ssT_context())



af://n86

Bl File Edit Vi Navigate Code Refactor Run
D:) Anaconda ) Lib ) urllib ) & request.py
% testd.py % test.py % request.py

stname

open( fullurl, data= cki GLOBAL_DEFAULT_TIMEOUT):

(fullurl
req = Request(fullurl

fullurl

prot

OpenerDirector * open()
Debug: e test
Debug B} Co
Fram
MainThread
one

IE1 open, request.py:515 X 1 //220.181.38
=]

str} 'zhihu.com’

LF UTF-8 4

K EIARE, &RITERequestzEH AR ~host:

e host: Sreq.hostiE—%
e origin_req_host: 5IP\domain{fE—%

WNERAEIGhostFARIEIRESNI, origin_req_hostF{FIS B IRSS i PN EIRRARIR,,

PrEFRE, AIRequestZEBUE BRI http_class3EBYfF, origin_req_hostZESk

Debugger ~ E§ Console = 1 B
Variables

+ 3+ fragment =
full_url =

baidu.com'

'220.1

L] n ject object at 0x0000013271B74160>
=]

[u} > d_hdrs {'User-agent': 'Python-urllib/
IE1 do_open, request.py:1351 unveri False

s 0
[/u] > <urllib.request. HTTPSHandler object at 0x0000013.
» 4Run ETODO @ 6 Problems ¥ 5:Debug B Terminal hon Con:

Debug: @t
3 Debugger  E§ Con:
Frames
= {str} 'GET"

MainThread z =
ttp.client. HTTPSConnection object at 001D1E5FBC250>

None

request, client. 4 u.com'
None

http.client HTTPRe
None
source_add None
timeout = <object object at 001D1E1B6416
s, s py:16 Protected Attributes

» 4 Run '0ODO © 6: Problems % 5:Debug B Terminal @ Python C

ElfEhttp_classZrhifFlorigin_req_hosttx., ZAGEAorigin_req_hostBIZESSLIERE, [MRRfRR




D: ) Anaconda ) Lib ) urllib ) Farequest.py

@ testd.py @ test.py @ request.py a Client.py

headers[proxy_auth_hdr]
h.set_tunnel(req._tunnel_host

h.origin_req_host = req.origin_reqg_host

D: ) Anaconda ) Lib ) http ) Fa client.py

o testd.py o test.py & request.py % client.py

server_hostname 4/4 T 4 O K5

.debuglevel >
( line.decode())

connect(
.sock = ._create_connection(

¢ .origin_req_host .port) .timeout

=tunnel_headers)

.source_address)

.sock.setsockopt(socket.IPPROTO_TCP, socket.TCP_NODELAY )
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