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BB Z M K= N AR)

Network Working Group
Request for Comments: 3511
Category: Informational

+ 2 EA

B. Hickman

Spirent Communications
D. Newman

Network Test

S. Tadjudin

Spirent Communications
T. Martin

GVNW Consulting Inc
April 2003

Benchmarking Methodology for Firewall Performance

Status of this Memo

This memo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this

memo is unlimited.

Copyright Notice

Copyright (C) The Internet Society (2003). All Rights Reserved.
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RFC 35115 AIEFE M %

WAk H W H A5 Layer HEEE
IP Throughput Determine layer 3 throughput L2-3 No
TCPH- KWK (HTTP/IPv4) How many open TCP connections can be handled? L4-7 Yes
TCPH &M (CPS/HTTP/IPv4) How many new TCP connections per second can be L4-7 Yes
handled?
Denial of Service Handling What’s the impact of DDoS? L4-7 YES
HTTP Transfer Rate (Goodput) Determine layer 7 throughput L4-7 Yes
Maximum HTTP Transaction Rate Determine the maximum requests per second rate L4-7 Yes
Illegal Traffic Handling Does illegal traffic cause performance drop? L2-3 or L4-7 No
IP Fragmentation Handling Does Fragmentation cause performance drop? L2-3 or L4-7 YES
Latency impact What is the impact of latency? L4-7 No
TCPH R MK (HTTP/IPv6) How many open TCP connections can be handled? L4-7 YES
TCPH & MA (CPS/HTTP/IPv6) How many new TCP connections per second can be L4-7 YES
handled?
HTTP Transer Rae (Goodput) What’s the impact of DDoS? L4-7 YES
(HTTP/IPv6)
Max HTTP TPS (HTTP/IPvé6) Determine layer 7 throughput L4-7 YES
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IEREIRFHEEN

AES128-SHA256 40 7 5.71x
AES256-SHA256 40 6 6.66X
AES128-GCM-SHA256 40 13 3X
AES256-GCM-SHA384 40 10 4x
DHE-RSA-AES128-GCM-SHA256 40 12.5 3X
ECDHE-RSA-AES128-SHA256 40 6.9 5.8x
ECDHE-RSA-AES256-SHA384 40 6.9 5.8X
ECDHE-RSA-AES128-GCM-SHA256 40 12.5 3.2X
ECDHE-RSA-AES256-GCM-SHA384 40 10 4x
ECDHE-ECDSA-AES128-SHA256 40 7 5.67X
ECDHE-ECDSA-AES256-SHA384 40 6.9 5.7X
ECDHE-ECDSA-AES128-GCM-SHA256 40 12.6 3.2X
ECDHE-ECDSA-AES256-GCM-SHA384 40 10 4x

e LIAMREET8x10G,

512K Object size, 16k record
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